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Source Documents

• This presentation was designed to give persons, new to the planning 
process or those already familiar with plans, an insight into various 
frameworks to follow, and several resources available to help 
develop or revise their own plans.  

ADVISORY:  There is a significant section of this presentation on 

training that includes role playing and other physical activities 
required of the participants.   If you are not sure you can stand, crawl 
under a table throw a ball do not volunteer. 



Overview

• References and Tools
• Developing the Plan 6 Steps

1. Build a Multi-functional Team
2. Basic Individual Training and Risk Assessments
3. Goals/Objectives
4. Assess Course of Action
5. Draft Plan and Gain Approval
6. Training and Exercising the Plan

• Training the Plan
1. Active Assailant Equipment 
2. Active Assailant Training 

• Discussion/Questions



References

– ASIS: Workplace Violence and Active Assailant –
Prevention, Intervention, and Response Standard—
Technical Committee Member b

– Developing Emergency Operations Plans: A Guide for Business--US DOJ
– Making Prevention a Reality: Identifying, Assessing, and Managing the 

Threat of Targeted Attacks--US DOJ
– Protecting Corporate Campus from an Active Assailant-- Everbridge
– ACTIVE SHOOTER PREPAREDNESS SURVEY –Everbridge
– https://www.cisa.gov/active-shooter-emergency-action-plan-video

CISA.gov
– Emergency Action Plan Guide Active Shooter Preparedness—DHS

https://www.cisa.gov/active-shooter-emergency-action-plan-video


Resources



Timeline of Planning

Prevention Protection Mitigation Response Recovery

1st keep the event 
from happening

Put in place 
those elements 
of the PPS* to 
protect 
employees and 
visitors

Reduce the 
impact of any 
negative events 
that do occur 

Reactions to the 
events that will 
reduce loss of life 
and property

Get operations 
back running
Replace 
people and 
equipment

PPS = Physical Protection System: that includes 
Policies/procedures, equipment, and manpower



Elements of Planning (EOP)

• Supported by organization’s leadership
• Considers all Threats and hazards—not just active shooter
• Considers all settings and all times—nights, weekends…
• Provides for all members of the business community (physical 

impairment, language barrier)
• The EOP model is collaborative and should be in use by all EM 

teams



Elements of Planning (EOP)

Developing the plan 6 Steps

1. Build a multi-functional Team

2. Prevention Planning

A. Basic Individual Training 

B. Conducting Risk Assessments

3. Goals/Objectives

4. Assess Course of Action

5. Draft Plan and gain Approval

6. Training and Exercising the Plan



Planning Step -1

A Collaborative Planning Team may consist of the following 

Who would you have on your team?



Step 2  You Have a Team…Now
Develop an Active Assailant 

Prevention Plan 

Two parts

A.Training/Reporting /Intervention   

B.Considering all risks



Step 2-A  You Have a Team…Now
Develop an Active Assailant 

Prevention Plan 

Effective prevention capabilities encompass three areas: 
Training/Reporting /Intervention

1. Training employees to recognize behaviors on the 
Pathway to Violence
• Pathway to Violence Training:  The Pathway to 

Violence Video provides information regarding the 
behavior indicators that assailants often 
demonstrate before a violent act.  

• Next slide is an example of the pathways



Pathway to Violence



Step 2-A   Continued
Develop an Active Shooter 

Prevention Plan 

2. Develop a system for reporting that is tailored to your 
organization
3. Development of intervention capabilities that are 
trained and resourced to appropriately evaluate potential 
threats.  

One hour and 30 Min video on plan development  CISA.GOV



Step 2-B Consider All Risks

• Organizations should consider all threats, 
vulnerabilities and associated consequences during 
their risk assessment.  

FEMA’s CPG 201 “Threat and Hazard 
Identification and Risk Assessment Guide” is 
an effective resource to use when conducting 
risk assessments.  

• Conducting a risk assessment will ensure 
organizations understand their situation, prioritize 
their actions, identify and compare options, and 
effectively allocate their resources. 



Insider Threat—is this a Common 
Problem?



Risk Assessment

• A complex process that cannot be completed in one day using a 
heat-map and your best guesses

• Consider a third-party approach that uses new eyes
• Includes data research, interviews, and drills of the Physical 

Protection System (PPS)
• The assessment should include both a Design Basis Threat, and 

Adversary Paths (Sequences)
• Post-Risk Assessment: use the findings to develop goals and 

objectives



Risk Assessment—Design Basis 
Threat (DBT)

The adversary against which the utility must be protected” 
Adversaries can be separated into three classes: 

Outsiders
Insiders
Outsiders in collusion with insiders

For each class of adversary, the full range of tactics (deceit, force, 
stealth, or any combination of these) should be defined. 

How many will attack?
How will they get to the target?
What will they bring?
Will they fight the responding force if detected?



Risk Assessment—DBT Continued

• The DBT includes other characteristics of the threat that should be 
considered, such as vehicles, weapons, tools, or explosives, as well 
as the threat’s motivation.

• Adversaries may be motivated by ideological, financial, or personal 
reasons. 

• Consider the number of adversaries. Proper responses cannot be 
designed without knowing how many adversaries are expected to 
attack.   

• Responders, to train effectively, must train to some threshold. 
Lacking this threshold, it is unclear how to predict a win for the 
responders. 



Risk Assessment—Adversary Path

Example of an Adversary Sequence 
(Path)



Task 1 Task 5Task 2 Task 3 Task 4 Task 6 Task 7

Task 8Task 1 Mean Time        .1 min Climb fence

2 .3 min Run 80 ft

3 .8 min Force door

4 .4 min walk 50 ft

5 .2 min Walk to container

6 .1 min Cut lock

7 .2 min open container gather 
material

8 .9 min Escape

Garcia Book

Total Time: 3 min

Adversary Sequence



Planning Step-3  Establish 
Goals and Objectives 

Goals are broad statements of what personnel, equipment and resources are supposed to achieve.  

Objectives lead to achieving goals and determining the actions that participants in the process must 
accomplish.  

Goals and objectives are key to determining operational priorities and resources required to achieve 
a needed capability.    

Active Shooter preparedness goals and objectives may vary depending on an organization’s security 
posture, physical environment and available resources.  

Consider the following to determine what goals and objectives are needed in your organization.  



Example Goals/Objectives



Planning Step-4   
Assess Courses of Action (COA)

Organizations must develop and analyze courses of 
action (COA) that accomplish specific goals and 
objectives. 

The COA should have a desired outcome that is 
measurable and incorporates an organization-wide 
focus.  (SMART)

Assign the COA development to a member of the 
organization and include a timeline with decision 
points. 



Step 5-
Draft the Plan and Approve

Develop an Emergency Action Plan that includes all essential 
information and instructions that protect against an Active Shooter.  

Draft the Plan and determine if the Active Shooter plan will stand 
alone or supplement a main emergency plan.  



Recommended Rules for 
Drafting Plans

• Keep the language simple and use short sentences in active 
voice.

• Summarize important information with checklists and visual 
aids, such as maps and flowcharts. 

• Avoid using jargon and minimize the use of acronyms. 
• Provide enough detail to convey an easily understood plan that 

is actionable. 
• Format the plan so that readers can quickly find solutions and 

options. 
• Provide mission guidance and avoid discussing policy. 
• Ensure accessibility by developing alternate formats: e.g. print, 

electronic, video.



Main Emergency Management 
Plan



Step 5—
Draft Plan and Approve Cont.

Validate the Plan and Prepare for Approval

Check to ensure the written plan supports all goals and objectives 
developed by the planning group.  

Coordinate with a legal adviser to confirm plan supports all local, 
state, and federal regulatory and statutory requirements including 
Americans with Disabilities Act (ADA) mandates. 



Approve and Disseminate 

Staff the plan through the organization’s official approval 
process.  

This will ensure all relevant staff have input and 
organization-wide support before senior leadership 
approval.  

Once approved, ensure widest dissemination possible 
using various communication channels.  

The next step is to begin training and exercising the 
plan. 



Step 6-Training and Exercise

• Train After an Emergency Action Plan is approved and disseminated

• Organizations should train their personnel so they have the 
knowledge, skills, and abilities to perform the tasks identified in the 
plan.  

• Training can be accomplished in a variety of ways including:
– Computer-based training 

– New employee orientation, 

– “All Hands” meetings, 

– Conferences and workshops, 

• Marketing—get the word out:  newsletters and internal broadcasts, 
and online courses. 



Individual Exercises

• Useful FEMA Online Independent Study 
Courses:

– IS 906 Workplace Security Awareness 

– IS 907 Active Shooter: What You Can Do 

– IS 914 Surveillance Awareness: What You Can Do 

– IS 915 Protecting Critical Infrastructure Against 
Insider Threat 





About Training and Equipment

The following slides will point to very specific actions/activities.

These show how much work must go into creating an effective 
plan.



Hide Out

Your hiding spot should:
– be out of the active assailant’s 

view.
– provide protection if shots are 

fired.
– not restrict options for 

movement.
– Is a place to contemplate your 

next move not a permanent 
solution



Barricading



Professional References



Virginia Tech

Avery Haines



Role Play

• OODA Loop

• Observer Orient, Decide and Act



Role Playing

• Actor and victims

– Scenario one

– Scenario two



IR Pointer Exercise



IR Pointer Exercise Two



My References



Tools from Federal Government

• DoD PAR Program  videos
• https://www.cdse.edu/multimedia/shorts/parc/menu.html#
• Behavior Indicators:  Navy Shipyard
• https://www.cdse.edu/micro/behavioral-indicators.html
• Insider Threat Training
• https://securityawareness.usalearning.gov/itawareness/index.ht

m
• See Something Challenge videos
• https://www.dhs.gov/see-something-say-something/take-

challenge

https://www.cdse.edu/multimedia/shorts/parc/menu.html
https://www.cdse.edu/multimedia/shorts/parc/menu.html
https://www.cdse.edu/micro/behavioral-indicators.html
https://securityawareness.usalearning.gov/itawareness/index.htm
https://www.dhs.gov/see-something-say-something/take-challenge


Make Yourself a Harder Target

How to keep from being attacked by a bear

I know, I know



Discussion/Questions 


